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(iv) The name of the person signing
the appropriate legal authorization;

(v) The type of interception of com-
munications or access to call-identi-
fying information (e.g., pen register,
trap and trace, Title 11, FISA); and

(vi) The name of the telecommuni-
cations carriers’ personnel who is re-
sponsible for overseeing the intercep-
tion of communication or access to
call-identifying information and who is
acting in accordance with the carriers’
policies established under §64.2103.

(2) This certification must be signed
by the individual who is responsible for
overseeing the interception of commu-
nications or access to call-identifying
information and who is acting in ac-
cordance with the telecommunications
carrier’s policies established under
§64.2103. This individual will, by his/her
signature, certify that the record is
complete and accurate.

(3) This certification must be com-
piled either contemporaneously with,
or within a reasonable period of time
after the initiation of the interception
of the communications or access to
call-identifying information.

(4) A telecommunications carrier
may satisfy the obligations of para-
graph (a) of this section by requiring
the individual who is responsible for
overseeing the interception of commu-
nication or access to call-identifying
information and who is acting in ac-
cordance with the carriers’ policies es-
tablished under §64.2103 to sign the cer-
tification and append the appropriate
legal authorization and any extensions
that have been granted. This form of
certification must at a minimum in-
clude all of the information listed in
paragraph (a) of this section.

(b) A telecommunications carrier
shall maintain the secure and accurate
records set forth in paragraph (a) for a
reasonable period of time as deter-
mined by the carrier.

(c) It is the telecommunications car-
rier’s responsibility to ensure its
records are complete and accurate.

(d) Violation of this rule is subject to
the penalties of §64.2106.

[64 FR 51469, Sept. 23, 1999, as amended at 64
FR 52245, Sept. 28, 1999; 66 FR 22448, May 4,
2001]
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§64.2105 Submission of policies and
procedures and commission review.

(a) Each telecommunications carrier
shall file with the Commission the
policies and procedures it uses to com-
ply with the requirements of this sub-
chapter. These policies and procedures
shall be filed with the Federal Commu-
nications Commission within 90 days of
the effective date of these rules, and
thereafter, within 90 days of a carrier’s
merger or divestiture or a carrier’s
amendment of its existing policies and
procedures.

(b) The Commission shall review each
telecommunications carrier’s policies
and procedures to determine whether
they comply with the requirements of
§64.2103 and §64.2104.

(1) If, upon review, the Commission
determines that a telecommunications
carrier’s policies and procedures do not
comply with the requirements estab-
lished under §64.2103 and §64.2104, the
telecommunications carrier shall mod-
ify its policies and procedures in ac-
cordance with an order released by the
Commission.

(2) The Commission shall review and
order modification of a telecommuni-
cations carrier’s policies and proce-
dures as may be necessary to insure
compliance by telecommunications
carriers with the requirements of the
regulations prescribed under §64.2103
and §64.2104.

§64.2106 Penalties.

In the event of a telecommunications
carrier’s violation of §64.2103 or §64.2104
of this subchapter, the Commission
shall enforce the penalties articulated
in 47 U.S.C. 503(b) of the Communica-
tions Act of 1934 and 47 CFR 1.8.

Subpart W—Required New Capa-
bilities Pursuant to the Com-
munications Assistance for
Law Enforcement Act (CALEA)

SOURCE: 64 FR 51718, Sept. 24, 1999, unless
otherwise noted.

§64.2200 Purpose.

Pursuant to the Communications As-
sistance for Law Enforcement Act
(CALEA), Public Law 103-414, 108 Stat.
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4279 (1994) (codified as amended in sec-
tions of 18 U.S.C. and 47 U.S.C.), this
subpart contains rules that require a
wireline telecommunications carrier to
implement certain capabilities to en-
sure law enforcement access to author-
ized communications or call-identi-
fying information.

§64.2201 Scope.

The definitions included in this sub-
part shall be used solely for the pur-
pose of implementing CALEA require-
ments.

§ 64.2202

Call identifying information. Call iden-
tifying information means dialing or
signaling information that identifies
the origin, direction, destination, or
termination of each communication
generated or received by a subscriber
by means of any equipment, facility, or
service of a telecommunications car-
rier. Call identifying information is
“‘reasonably available’ to a carrier if it
is present at an intercept access point
and can be made available without the
carrier being unduly burdened with
network modifications.

Collection function. The location
where lawfully authorized intercepted
communications and call-identifying
information is collected by a law en-
forcement agency (LEA).

Content of subject-initiated conference
calls. Capability that permits a LEA to
monitor the content of conversations
by all parties connected via a con-
ference call when the facilities under
surveillance maintain a circuit connec-
tion to the call.

Destination. A party or place to which
a call is being made (e.g., the called
party).

Dialed digit extraction. Capability that
permits a LEA to receive on the call
data channel a digits dialed by a sub-
ject after a call is connected to another
carrier’s service for processing and
routing.

Direction. A party or place to which a
call is re-directed or the party or place
from which it came, either incoming or
outgoing (e.g., a redirected-to party or
redirected-from party).

IAP. Intercept access point is a point
within a carrier’s system where some
of the communications or call-identi-
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fying information of an intercept sub-
ject’s equipment, facilities, and serv-
ices are accessed.

In-band and out-of-band signaling. Ca-
pability that permits a LEA to be in-
formed when a network message that
provides call identifying information
(e.g., ringing, busy, call waiting signal,
message light) is generated or sent by
the IAP switch to a subject using the
facilities under surveillance. Excludes
signals generated by customer prem-
ises equipment when no network signal
is generated.

J-STD-025. The interim standard de-
veloped by the Telecommunications In-
dustry Association and the Alliance for
Telecommunications Industry Solu-
tions for wireline, cellular, and
broadband PCS carriers. This standard
defines services and features to support
lawfully authorized electronic surveil-
lance, and specifies interfaces nec-
essary to deliver intercepted commu-
nications and call-identifying informa-
tion to a LEA.

LEA. Law enforcement agency; e.g.,
the Federal Bureau of Investigation or
a local police department.

Origin. A party initiating a call (e.g.,
a calling party), or a place from which
a call is initiated.

Party hold, join, drop on conference
calls. Capability that permits a LEA to
identify the parties to a conference call
conversation at all times.

Subject-initiated dialing and signaling
information. Capability that permits a
LEA to be informed when a subject
using the facilities under surveillance
uses services that provide call identi-
fying information, such as call for-
warding, call waiting, call hold, and
three-way calling. Excludes signals
generated by customer premises equip-
ment when no network signal is gen-
erated.

Termination. A party or place at the
end of a communication path (e.g. the
called or call-receiving party, or the
switch of a party that has placed an-
other party on hold).

Timing information. Capability that
permits a LEA to associate call-identi-
fying information with the content of a
call. A call-identifying message must
be sent from the carrier’s IAP to the
LEA’s Collection Function within
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